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&‘(0 Kocuog twv ATM oe api1Ouovg

» To 1967 eykaraoctablnke to 1o ATM oto Aovoivo
» To 2000 o1 eyxatactacels éplacay to 1.000.000

> XHUEPO VIEAPYOVY EYKATECTHUEVO, CTHY
Evpwraixn Evwon yopw ota 350.000 ATM

> yedov kalg 7 Aemta yivetal uia Kaivovpyla,
eykaractaocny ATM

»Xnuepa 25.9.2008 cival eyxateoTnuévo.
noaykoouions 1.694.012 ATM

Tparelo Hepairng




\— : ,
)\_<H EKTIANP @G TWY OVEIPWY UAS ...

Tparelo Hepairng




U

Ti piémovue? E
| i

Tparelo Hepairng




B
NS TiBiémovy xdmoror diior ?

» Eva uetal ko Kovti YEudTo AEQTd.

» O1 7ePI1660TEPOL OV ATOUAKPUVOVTAL aro &ve ATM
EYOVY KAVEL avainyny

» 2ovyOwc o1 vrevBovor Ttpopodoaciog evosc ATM
HETAPEPOVY Uall TOVS UEYALA YPHUOTIKA TOGC.

» Me pio kapta kai yvwpiovrac to PIN uropei kamolog
va Tapel Aepta Avavoua.

» To ATM oiver Ty dvvarotyto yia Tpocfacy 6To JIKTVO
OLAYEIPIOCHS KAl TH OIEVEPYELO HAEKTPOVIKING ATTATHG.
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N Eion Fraud cont
~

= Card Trapping
= Microcamera & skimmer

= Fake Keyboard & Skimmer

KapTov YoV
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Eion Fraud

% Fake Access Control

= llapakpatnon / ppayn ypyuatwv
oto ATM

% Kiomn / owappniny / napafioacny ATM
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« Card Trapping

Lebanese Loop Card Trap

Froni View

Side View

'f,-f" Eriry flp flced al top

1:.,__%
Losop foced 40 fop and
botiom of enfry flap
Back View Card Insertion
" Entry Flap =
=y
\ \
Doublesided Sticky Tape Bark card Card foreces eriry flap Lp
Card Insened
Loap made fom
VHS video cassetie tape FJ
Card blacked by loap and enfry fap

Hat To Scale

Mot T Scale
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SKIMMING DEVICE
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)\/\—- + Card Trapping
——  Xpijony avTinEPIoTACHOD

«OMNTIKH» YMOKAOIH PIN NMPAIMATIKH KAOINH KAPTAZ
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Fake ATM
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Kaocéteg ue ypoua
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= KalOpéptes

= Dwticuog

- Kouepa

= lomolOstnyon 00oviyg o¢
Koilwua,

= Card reader ue kvoprouo &
ELOIKO GTOUIO

+ Jitter
= Oyxoustpnon & coveyng

CUYKPIOH.

Xaparxtnpiotikd vewv ATM
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EAST estimates that there are 362,244 ATMs
INn E. U. (as at 30 December 2007)

70.000 - 63.980
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Source EAST & EPC
Tparelo Hepairng

http://www.eas-team.eu/



G

EAST estimates that, as at 30th December 2007, 282,389 ATMs in Europe were EMV
compliant. This equals 78% of the then overall European total. The country information is

as below:
UNITED KINGDOM | | | | | | | | | 100.0
SWITZERLAND | : : : : : : : : : 100.0
SRS B | | | | | | | | 0.0
SPAIN 183.4
SLOVENIA | ' ' ' L 116 | | | |
SLOVAKIA | ' ' ' ' : 9.7
ROMANIA | : 117|5 | | | | |
PORTUGAL 100.0
POLAND | : : 123.7 |
NORWAY | : : —1330
e E | | | | | | | | | 0.0
AL b | | | | | | | | | 0.0
LUXEMBOURG 100.0
LITHUANIA ——— 7.0| | | |
LIECHTENSTEN | : : : 100.0
LATVIA 137 b
ITALY | ' ' ' 1 46,6
IRELAND | : : : : : 100.0
ICELAND | 0.0
HUNGARY ! ! ! 135.1
GREECE | : : : : =524
GERMANY | : : : : : 60.0
FRANCE | : : : : : : : | | 100.0
AL LD B | | | | | | | | | £00.0
EoLalE B | | | | | | | | | 193.0
DENMARK 100.0
CZECH REPUBLIC | : : : : : : ' ' : 108.3
CYPRUS | : : : : : : 70.0
BELGIUM 160.0
BULGARIA | : : : : : : : 17704
AUSTRIA : : : : : : : : —192.0
0 10 20 30 40 50 60 70 80 90 100
Source EAST & EPC
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Attacks Against the ATM Network
By Number of Incidents
(Half Year)
2500 s 317 |
2043
2000 | 00 H2 2004
45 @ H1 2005
1500 7 B H2 2005
1000 - 794 0O H1 2006
I— 548 W H2 2006
>00 ho7 220210167 114115212 20708 _ | O H1 2007
; “E = # |
Card Skimming Card Trapping Other Fraud

Source EAST
http://www.eas-team.eu/ Tpo’mg{a ngaw&g
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Ixx ATI'M Fraud Statistics
Attacks Against the ATM Network
Total Reported Losses - Card Skimming
(€ million)
(Half Year)
200 @ H2 2004
150 — | 1446 m H1 2005
125.9 S 120.6 0 H2 2005
100 O H1 2006
W H2 2006
50 - — @ H1 2007
0

Source EAST

http://www.eas-team.eu/
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\\— Evépysiec & Mjwn uétpwv cont
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2voracny «Emzponng llpoinync &
Avriuetomong tns Amarng ota uéca &
2votnuote IAnpounvy otny Elinviky
‘Evwon Tparelwv

= Evyuepwrtikes onuoocisvoeis ota MME

% Hucepiosc ue oxono tnyv avraiiayn
ATTOWEWDY UETACD TTPOUNOEVTOY Kal
Tparel{wv kabwg ka1 pue eEE1OIKEVUEVES
ETAIPEIES
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)\,\"Evé 0Y&1EC & ANwn UETPOYV cont.

= YAomoinon Epyov couuopewons ue
EMV Chip Card
%= 278Vl & AMOOOTIKY GUVEPYOOIA UE :

» Eilnvikn Actovouia
» 0ieg tic Tpaneles oty EAldoo
» Kotackevaotéc / HpounOevtéc ATM
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)\< Evépyetec & Anwn uétpwv

» Aigbveic / Evpaoraixovs Opyavicuovg
(EAST, Europol, Eurojust, European
Banking Federation, Visa, Master Card)

> E&e101Kevuéves etaipeiec KaTtackevys /

pouneiac coeTYUATWY TPOCTAGCIAS
ATM

» Tomrxéc Apyéc & Dopeic (omwg
Tparelinoc Mecolafytns, AAAE, k.a)
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N—H Tpdnela lleiporc)s  cont.

» Yiomoinon épyov eopuuoppwens ue EMV
Chip Card o¢ ola ta eykateoTnusva ATM

)

» Epyo eykataocracyc antiskim televtaiog
TEYvoloyiag o€ 0la ta ATM

» Eiokn / evieyvuévy maxktwon twyv ATM.

» 04a ta véa ATM Eyovv vyniov Emmédov
TIPOOLAYPUAPES ACPALELAS & AVTIUETOTICNS
THS OTATHG
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H Tpometo lleipaiadg cont.

» Evowudrwon evotntag cYeTIKd HE TNV
anaty ota ATM oto etnoio mpoypauua.
EKTTALOEVGNS TOV TPOCWTIKOV THG
Tparelog

» Metagopa teyvoyvwoeiog ce 640 tov Outlo

U

» Ouadoa aueong ovriuetwmons 24x7

» Exdocn kai 01a0c6n E101KOV EVRUEPWITIKOV
pvilaoiov (leaflet) ue oyetikés oonyies &
TTANPOPOPIES
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» IlpounbBzcio & eyxoatdoracny eCEOIKEVHUEVOD
AOYIGUIKOD Y10 OVTIUETWTIOH THS ATATHG GE
KAPTES (MIOTWOTIKES & YPEWOTIKES )

» Toxtiky evyuépwon oikToov KaTacTIHATMY
Kl KEVIPIKWY DTHPECLAY

» Ylomoinon molitikav & O1001K0.GLAV
OYETIKA HE TV OVTIUETWTIOH THS ATTATHG
oto ATM

Tparelo Hepairng




looéeic cont.

U

w Yrnoxionny oroiyciwy uséow ovvaliaywv POS

= Y7moKxAomn ototysioy uEocw avTouaTmY TWANTOVY
(0TS UNYOAVES TWANONS EIGITYPIMV, AVTOUATOL
TWANTES 6E PEVIVAOIKO K.AT.)

+ Xpnon “mailiag teyvoioyiag amatnyg” (card trapping,
Lebanese loop)

» Néa uclooog yvworn ws ushooos tov «EIKOGAPIKOD)»
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= Xpnony antiskimmer wg skimmer (apaipson Kol
EMOVATOTOOETN OGN TOV OAAA UE OLLES OVVOATOTHTEG)

+ MeTOoKIVROY OTATEDVOVY GE YPES TOD OEY EYODV
rafel uétpa otka uy couuoppwons ue EMV

+ Dooixec embéoers, klomés & owappnceic ATM
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)\,\" T umopéei / mpéret va, yiver

% Op0n Kou EUTEPIGTATWUEVY EVIUEPDICH TOV KOIVOD

* A0yw T™HS dvvauIKyg Tov Osuatog vapyel ovaykny
TOKTIKIG EVIJUEPWOHS EUTIAEKOUEVOY EIOIKOTIT(MV

%= JOVTOVIGUEVES EVEPYEIES VIO AVTIUETWTICH KOl
UELMCN TV TEPICTOATIKDY YPIOTI fAATTTOVY TOGO TOVS
YPYUATOTIGTOTIKOVS OPYAVIGUOVS 0G0 KAl TOVG
TOAITES
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w Ao 7ty oTiyuny mwov amoociylei wwS
Kaptovyos &yxel meoer Oovua omarng, n
exootpra Tpamela emoTpépel 040 T0 TOGO

OTOY OIKAI0VY0

[ 4 V4 UAU.

Tparelo Hepairng




f i e
L “ f
N\ P
q - 1= 4'n
» ? Life’s too shurt
'-"r“'ﬂ‘\'-'rung]ob

|— ] ;1_,
-

- _.';F&- i

- .
i =]

Tparelo Hepairng




... Kal cliyovpeg!

Tparelo Hepairng




RERY

14
i <

TD l
e
¢a Ileipauddc




U

Evyopiorw

Yid THV

npoocoyn cog!

Tparelo Hepairng




